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OpenBSD's stateful packet filter, PF, is the heart of the OpenBSD firewall and a
necessity for any admin working in a BSD environment. With a little effort and
this book, you'll gain the insight needed to unlock PF's full potential.

This second edition of The Book of PF has been completely updated and revised.
Based on Peter N.M. Hansteen's popular PF website and conference tutorials, this
no-nonsense guide covers NAT and redirection, wireless networking, spam
fighting, failover provisioning, logging, and more. Throughout the book,
Hansteen emphasizes the importance of staying in control with a written network
specification, keeping rule sets readable using macros, and performing rigid
testing when loading new rules.

The Book of PF tackles a broad range of topics that will stimulate your mind and
pad your resume, including how to:

Create rule sets for all kinds of network traffic, whether it's crossing a simple●

LAN, hiding behind NAT, traversing DMZs, or spanning bridges or wider
networks
Create wireless networks with access points, and lock them down with authpf●

and special access restrictions
Maximize flexibility and service availability via CARP, relayd, and redirection●

Create adaptive firewalls to proactively defend against would-be attackers and●

spammers
Implement traffic shaping and queues with ALTQ (priq, cbq, or hfsc) to keep●

your network responsive
Master your logs with monitoring and visualization tools (including NetFlow)●

The Book of PF is for BSD enthusiasts and network administrators at any skill
level. With more and more services placing high demands on bandwidth and an
increasingly hostile Internet environment, you can't afford to be without PF
expertise.
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OpenBSD's stateful packet filter, PF, is the heart of the OpenBSD firewall and a necessity for any admin
working in a BSD environment. With a little effort and this book, you'll gain the insight needed to unlock
PF's full potential.

This second edition of The Book of PF has been completely updated and revised. Based on Peter N.M.
Hansteen's popular PF website and conference tutorials, this no-nonsense guide covers NAT and redirection,
wireless networking, spam fighting, failover provisioning, logging, and more. Throughout the book,
Hansteen emphasizes the importance of staying in control with a written network specification, keeping rule
sets readable using macros, and performing rigid testing when loading new rules.

The Book of PF tackles a broad range of topics that will stimulate your mind and pad your resume, including
how to:

Create rule sets for all kinds of network traffic, whether it's crossing a simple LAN, hiding behind NAT,●

traversing DMZs, or spanning bridges or wider networks
Create wireless networks with access points, and lock them down with authpf and special access●

restrictions
Maximize flexibility and service availability via CARP, relayd, and redirection●

Create adaptive firewalls to proactively defend against would-be attackers and spammers●

Implement traffic shaping and queues with ALTQ (priq, cbq, or hfsc) to keep your network responsive●

Master your logs with monitoring and visualization tools (including NetFlow)●

The Book of PF is for BSD enthusiasts and network administrators at any skill level. With more and more
services placing high demands on bandwidth and an increasingly hostile Internet environment, you can't
afford to be without PF expertise.
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Editorial Review

About the Author

Peter N. M. Hansteen is a consultant, writer and sysadmin based in Bergen, Norway. A longtime Freenix
advocate, Hansteen is a frequent lecturer on FreeBSD and OpenBSD topics, an occasional contributor to
BSD Magazine and writes a frequently slashdotted blog at http://bsdly.blogspot.com. Hansteen was a
participant in the original RFC 1149 implementation team. The Book of PF is an expanded follow up to his
very popular online PF tutorial (http://home.nuug.no/~peter/pf/).

Users Review

From reader reviews:

Paul Hill:

Information is provisions for people to get better life, information these days can get by anyone on
everywhere. The information can be a expertise or any news even a huge concern. What people must be
consider whenever those information which is inside the former life are difficult to be find than now's taking
seriously which one is acceptable to believe or which one the actual resource are convinced. If you receive
the unstable resource then you get it as your main information there will be huge disadvantage for you. All of
those possibilities will not happen with you if you take The Book of PF: A No-Nonsense Guide to the
OpenBSD Firewall as your daily resource information.

Irene Allen:

The reserve untitled The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall is the reserve that
recommended to you to see. You can see the quality of the book content that will be shown to anyone. The
language that article author use to explained their way of doing something is easily to understand. The author
was did a lot of exploration when write the book, to ensure the information that they share for your
requirements is absolutely accurate. You also might get the e-book of The Book of PF: A No-Nonsense
Guide to the OpenBSD Firewall from the publisher to make you more enjoy free time.

Robin Castillo:

Spent a free a chance to be fun activity to accomplish! A lot of people spent their down time with their
family, or their friends. Usually they doing activity like watching television, planning to beach, or picnic
from the park. They actually doing same thing every week. Do you feel it? Do you need to something
different to fill your personal free time/ holiday? Can be reading a book can be option to fill your free time/
holiday. The first thing that you ask may be what kinds of publication that you should read. If you want to
attempt look for book, may be the book untitled The Book of PF: A No-Nonsense Guide to the OpenBSD
Firewall can be very good book to read. May be it could be best activity to you.



Joseph Mitchell:

As a scholar exactly feel bored to help reading. If their teacher expected them to go to the library or to make
summary for some e-book, they are complained. Just minor students that has reading's soul or real their
passion. They just do what the professor want, like asked to the library. They go to at this time there but
nothing reading critically. Any students feel that looking at is not important, boring and also can't see
colorful photos on there. Yeah, it is for being complicated. Book is very important in your case. As we know
that on this period of time, many ways to get whatever we would like. Likewise word says, many ways to
reach Chinese's country. So , this The Book of PF: A No-Nonsense Guide to the OpenBSD Firewall can
make you experience more interested to read.
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